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Abstract

This study reveals that Islamic law has a robust foundation to address privacy and cybersecurity issues in the
digital age. The principles of the Quran and Hadith, reinforced by the maqasid al-shariah approach, provide a
comprehensive ethical framework for protecting digital information. An analysis of Islamic legal sources shows
that while the Quran and Hadith do not explicitly discuss modern technology, fundamental principles can be
applied in the digital context. Contemporary fatwas from various fatwa councils in the Islamic world
demonstrate a consensus that protecting digital privacy and security is a Sharia obligation. However, this
research also identifies a gap between theory and practice, and a need for further ijtihad to address new
technologies. An analysis of cybersecurity practices in Islamic institutions reveals a disconnect between Sharia
principles and actual implementation. This study recommends enhancing collaboration between scholars and
technology experts, developing practical guidelines for the application of Sharia in cybersecurity, increasing
digital literacy among religious leaders, and integrating Sharia-based digital ethics into Islamic education.
Additionally, there is a need to promote the development of global standards related to privacy and
cybersecurity from an Islamic perspective, and further research on the application of Islamic concepts in
security technology.
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INTRODUCTION

The rapid development of digital technology and the internet in recent decades has
brought about fundamental changes in how people interact, communicate, and conduct daily
activities. Data shows that in 2023, global internet users reached 5.16 billion people, or about
64.4% of the world's population. This growth is also occurring in Muslim-majority countries, with
internet penetration in the Middle East reaching 76.4% in 2022 (Adhiarso et al,, 2019). As the use
of digital technology expands, issues of privacy and cybersecurity have become increasingly
crucial. Recent reports reveal that global cyberattacks increased by 38% in 2022 compared to the
previous year, with an average of 1,168 cyberattacks per organization per week (Anderson, 2022).
This phenomenon poses new challenges for Muslim communities in balancing the utilization of
technology with Sharia principles.

Islamic law, as a comprehensive system of rules, needs to provide clear guidance
regarding privacy and cybersecurity in the digital age. While the Quran and Hadith do not
explicitly discuss modern technology, fundamental principles such as the protection of privacy
(Q.S. An-Nur: 27-28) and the prohibition of stealing information (Q.S. Al-Hujurat: 12) can serve as
a basis for addressing contemporary challenges. Islamic scholars and intellectuals have sought to
interpret Islamic legal sources in the context of digital technology. For example, the Majlis Ugama
Islam Singapura (MUIS) in 2021 issued ethical guidelines for social media use based on Islamic
principles (MUIS, 2021). Meanwhile, Dar al-Ifta al-Misriyyah in Egypt has also issued several
fatwas related to online privacy and security (Putra, 2023).

However, these efforts remain partial and do not provide a comprehensive framework for
an Islamic legal approach to privacy and cybersecurity. A study conducted by (Nazmi et al., 2020)
shows that there is still a gap between Sharia principles and information security practices in
Islamic financial institutions. Additionally, research by (Saidah & Maylaffayza, 2024) highlights
the need for further development of the concept of maqasid al-shariah (the objectives of Sharia)
in the context of personal data protection. The complexity of this issue is further compounded by

WANARGI
E-ISSN 3026-6394 200


https://doi.org/10.62017/wanargi
mailto:febrianmaulanaputra@gmail.com

Jurnal Manajemen Dan Akuntansi Vol. 2, No. 1 Oktober 2024, Hal. 200-204
DOI: https://doi.org/10.62017 /wanargi

the emergence of new technologies such as artificial intelligence, blockchain, and the Internet of
Things, which bring ethical and legal implications not yet fully addressed within the traditional
Islamic legal framework (Dwivedi et al., 2021).

Therefore, a comprehensive study is needed to analyze and formulate an Islamic legal
approach to privacy and cybersecurity in the digital technology era. This research aims to explore
contemporary interpretations of Islamic legal sources, examine fatwas and guidelines issued by
religious authorities in various Muslim-majority countries, and analyze how the principles of
magqasid al-shariah can be applied in the context of cybersecurity. The results of this research are
expected to provide significant contributions to the development of an Islamic legal and ethical
framework that is responsive to the challenges of the digital age and bridge the gap between
classical Islamic legal tradition and the realities of modern technology.

METHOD

This study adopts a qualitative approach using a literature review method to explore
Islamic legal approaches to privacy and cybersecurity in the digital technology era. The literature
review was chosen as the primary method due to its ability to analyze various relevant sources
comprehensively and in-depth. The data collection process will focus on primary and secondary
sources, including classical figh books, Quranic exegesis, Hadith collections, contemporary
academic journals, textbooks, recent fatwas by scholars, research reports, and policy documents
from international Islamic organizations. The first stage of the research involves identifying and
collecting relevant literature using various electronic databases such as Google Scholar, JSTOR,
ProQuest, and specialized Islamic studies databases like Al-Manhal and Dar al-Mandumah. The
search will use a combination of keywords in Arabic and English, including "Islamic law,"
"privacy," "cybersecurity,” "digital technology," "maqasid al-shariah," and "contemporary figh."
Additionally, the snowballing method will be used to identify additional sources from the
reference lists of the collected literature.

After data collection, the analysis process will be conducted using content analysis and
hermeneutics. Content analysis will help identify the main themes, key concepts, and argument
patterns in the reviewed literature. Meanwhile, the hermeneutic approach will be used to
interpret classical texts in a contemporary context, considering historical, linguistic, and socio-
cultural aspects. Specifically, for the analysis of primary Islamic legal sources, the usul al-figh
(Islamic legal methodology) will be applied to understand the ijtihad and istinbath processes
relevant to privacy and cybersecurity issues.

Several strategies will be implemented to ensure the validity and reliability of the
research. First, data source triangulation will be performed by comparing information from
various types of literature (e.g., comparing views in classical figh books with contemporary
journals). Second, peer debriefing will be conducted by involving experts in Islamic law and
cybersecurity to provide feedback on the research findings and interpretations. Third, an audit
trail will be used to document the data collection and analysis process in detail, allowing other
researchers to evaluate the validity of the findings.

Data analysis will be carried out iteratively, involving several stages: 1) Comprehensive
reading of all collected literature sources, 2) Thematic coding to identify key concepts and main
themes, 3) Comparative analysis to compare various views and interpretations, 4) Synthesis to
integrate findings into a coherent theoretical framework, and 5) Drawing conclusions and
formulating theoretical and practical implications.

RESULT AND DISCUSSION

The results of this study reveal several key findings related to the Islamic legal approach
to privacy and cybersecurity in the digital technology era. An analysis of primary Islamic legal
sources shows that while the Quran and Hadith do not explicitly discuss modern technology, there
are fundamental principles that can be applied in the digital context. Verses such as Q.S. An-Nur:
27-28, about respecting household privacy, and Q.S. Al-Hujurat: 12, about prohibiting spying,
provide a strong ethical foundation for privacy protection in cyberspace (Insani et al., 2024).
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Contemporary interpretations of these verses expand their meaning to include the protection of
personal data and digital communication (Katili, 2019).

This research finds that the maqasid al-shariah (objectives of Sharia) approach offers a
flexible and comprehensive framework for formulating Islamic law related to privacy and
cybersecurity. The concept of protecting the five basic elements in maqasid al-shariah (religion,
life, intellect, lineage, and property) can be extended to include the protection of digital identity,
data integrity, and information infrastructure security (Zaprulkhan, 2018). For instance, the
protection of intellect (hifdz al-'aql) can be interpreted as an obligation to protect individuals from
information manipulation and cyber-attacks that can impair critical thinking abilities (Yuliana,
2022).

An analysis of contemporary fatwas from various fatwa councils in the Islamic world
shows a general consensus that protecting digital privacy and security is a Sharia obligation. For
example, asserts that hacking and stealing personal data are forms of theft prohibited in Islam
(Subuki et al., 2023). Meanwhile, the Indonesian Ulema Council (MUI) in its fatwa No. 24 of 2017
states that the dissemination of personal information without permission on social media is
haram. These findings indicate that Islamic religious authorities have begun to actively respond
to the challenges of the digital era (Shuhufi et al., 2022).

This study identifies several areas where Sharia principles can uniquely contribute to the
development of cybersecurity policies and practices. One such area is the concept of amanah
(trust), which can be applied in personal data management. A study by (Maulina et al., 2023)
shows that implementing the principle of amanah in information system design can enhance user
trust and compliance with security protocols. Additionally, the principle of maslahah (public
interest) can be used as a guide in balancing national security needs with individual privacy rights
in the context of digital surveillance (Asmawi et al., 2020).

However, this study also reveals several challenges in applying Islamic law to
contemporary technological issues. One of the main challenges is the knowledge gap between
traditional scholars and the latest technological developments. Many fatwas related to digital
technology are still reactive and do not adequately consider the technical complexities of the
technologies discussed. This indicates the need for closer collaboration between Sharia experts
and information technology experts in formulating relevant and applicable Islamic law (Bunt,
2023).

Furthermore, an analysis of cybersecurity practices in Islamic institutions shows a gap
between Sharia principles and actual implementation. Research conducted by (Muhfiatun et al,,
2024) on Islamic financial institutions in Malaysia found that while there is awareness of the
importance of information security from a Sharia perspective, many institutions lack a systematic
framework to integrate Islamic principles into their cybersecurity practices. This finding
highlights the need for developing standards and practical guidelines that translate Sharia
principles into concrete cybersecurity protocols.

In the global context, this study also explores the potential contribution of Islamic law to
the international discourse on internet governance and cybersecurity. An analysis of policy
documents from the Organization of Islamic Cooperation (OIC) shows efforts to formulate a
common position of Muslim countries in global forums related to cybersecurity. However, the
implementation of this position is still limited, indicating the need for enhanced capacity and
coordination among Muslim countries on global technological issues.

One interesting finding from this study is the potential of the concept of 'urf (accepted
custom) in Islamic law to accommodate the development of digital norms. For example, user
privacy expectations on social media platforms can be considered a form of contemporary "urf
that needs to be considered in formulating Islamic law related to digital privacy (Sule & Mainiyo,
2023). This approach opens the way for more flexible adaptation of Islamic law to the ever-
changing realities of technology.

This study also identifies several areas that require further ijtihad (legal reasoning),
including the Sharia status of cryptocurrency, the ethical and legal implications of artificial
intelligence technology, and the Sharia limits on the use of surveillance technology by
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governments. These findings indicate that the discourse on Islamic law regarding digital
technology is still developing and requires ongoing interdisciplinary research.

Overall, the results of this study indicate that Islamic law has great potential to provide
comprehensive ethical and legal guidance in addressing privacy and cybersecurity challenges in
the digital age. However, realizing this potential requires systematic efforts to bridge the gap
between classical Islamic legal tradition and contemporary technological realities, as well as
closer collaboration between Sharia experts, technology experts, and policymakers.

CONCLUSION

This research reveals that Islamic law has a strong foundation to address issues of privacy
and cybersecurity in the digital age. The principles of the Quran and Hadith, reinforced by the
magqasid al-shariah approach, provide a comprehensive ethical framework for protecting digital
information. Contemporary fatwas have begun to respond to technological challenges, affirming
digital privacy protection as a Sharia obligation. However, there is still a gap between theory and
practice, as well as the need for further ijtihad to address new technologies. Based on these
findings, it is recommended to enhance collaboration between scholars and technology experts,
develop practical guidelines for the application of Sharia in cybersecurity, improve digital literacy
among religious leaders, and integrate Sharia-based digital ethics into Islamic education.
Additionally, there should be a push for the development of global standards related to privacy
and cybersecurity from an Islamic perspective, as well as further research on the application of
Islamic concepts in security technology. Implementing these recommendations is expected to
strengthen the relevance of Islamic law in facing digital challenges and contribute to the
development of a safer and more ethical global digital ecosystem.
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